HNugopManonHasi naMATKA V151 HECOBEPLIEHHOJIETHUX 110 BOIIPOcaM
KHOep0e30NacHOCTH

B ceTH «AHTepHET»

KoMIbIOTEepHBLIE BUPVCHI

KomnbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTb KOMITBIOTEPHBIX IPOrpamMM,
OTJIUYUTENIBHOM OCOOEHHOCTBIO KOTOPOM SIBJIIETCA CIIOCOOHOCTh K Pa3MHOKEHUIO
(konmupoBaHu). B 1omosHeHWE K 3TOMY, BHUPYChl MOTYT TOBPEAUTH WU
MOJIHOCThIO YHUYTOXKUTH BCE (halibl U JAHHBIE, TTOJKOHTPOJIBHBIE TT0JIb30BATEIIIO,
OT UMEHH KOTOpOro Obljia 3amyIieHa 3apaxEHHas mporpaMMa, a Takke MOBPEIUTh
WIN JJaXe YHUUYTOXKUTH ONEPAIMOHHYIO CUCTEMY CO BceMHu (aitiamu B 1eyioM. B
OOJIBIIIMHCTBE CITYy4YaeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3aIIUTHI OT BPEIOHOCHBIX MPOTrPpaMM:

1.  Hcnonw3ydl COBpeMEHHBIC ONEPAIMOHHBIE CUCTEMbI, UMEIOIINE
CephE3HBIN YPOBEHD 3aIIUTHI OT BPEJJOHOCHBIX MPOTPAMM;

2.  IlocrosHHo ycraHaBnuBaiW mnaTyu (UMUGPOBBIC 3aIUIATKH,
KOTOphIE = aBTOMATHYECKH YCTAaHABIMBAIOTCS C IEJNbI0  JOpabOTKHU
OporpaMMbl) W JIpyrue OOHOBIIGHHUS CBOEH OMNEPAIMOHHON CHUCTEMBI.
CkaunBail UxX TOJNBKO ¢ oduimanbHOro cairta paspaborunka OC. Ecnu
CYIIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3.  Paloraii Ha cBOEM KOMIIbIOTEpE MOJI MIpaBaMu MOJIb30BaTENs, a
HE aJIMHUHHUCTpaTOpa. OJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX
IpOrpaMM MHCTAJLUIMPOBATHCS HA TBOEM MEPCOHATIBLHOM KOMITBIOTEPE;

4.  Hcnonb3yil ~ aHTUBUPYCHbIE  MPOrPAMMHBIE  MPOAYKTHI
U3BECTHBIX MPOU3BOJIUTENECH, C aBTOMAaTUUECKIM OOHOBJICHHEM 0a3;

o. Orpannub  (GU3WYECKUH  JOCTyH K  KOMIIBIOTEpY IS
MOCTOPOHHUX JIMII;

6. Hcmonws3yét BHEIIHWE HOCUTENH WHPOPMAIMK, TaKue Kak
¢nemka, auck wunu aitn w3 HMHTEepHETa, TOMBKO W3 MPOBEPEHHBIX
UCTOYHUKOB;

1. He otkpeBaii kommbioTepHbie (Dailyibl, TMOMy4YEHHBIE U3
HEHAAEKHBIX HWCTOYHUKOB. Jlaxke Te (aiinbl, KOTOpbIE TMpHUCTAT TBOU

3HAKOMBIW. Jlydlie yTouHu y HETO, OTIIPABJISI I OH Te0e UX.



Cern WI-FI

C nomomipto WI-Fi MOXXHO TONYyYUTh OCCILIATHBIM MHTEPHET-IOCTYI B

oOIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX IEHTPax M a’dpornopTax. Tak ke
SIBIIAETCS OTJIMYHOW BO3MOXKHOCTBIO BbIXoAa B MHTepHer. Ho MHOrune skcneprsl
CUMTAIOT, yTo obmenoctynubie WiFi cetu He SBIst0TCA 0€30MaCHBIMU.

CoBeTbI 110 6€30MACHOCTH PadOTHI B 001Ie0CTYNMHBIX ceTax Wi-fi

1. He nmnepenmaBaii cBowo  JjuuHyro  HWHOpPMALUIO  Yepe3
obmenoctynueie Wi-Fi cetn. PaGoras B HHX, XelaTelbHO HE BBOIUTH
apoJIv JIOCTYTIA, JIOTUHBI M KAKKE-TO HOMEPA,

2. HWcmone3yii W OOHOBISM aHTUBHPYCHBIC TMPOTPAMMBI U
Opanamaya3p. Tem cambIM Thl 00€30MacHIITb ce0s OT 3aKaUKH BUPyCa Ha TBOE
YCTPOMCTBO;

3. Ilpu wucnonszoBanuu Wi-Fi otkmoun ¢yHkuuo «OOmu
aoctyn K ¢aiinam W npuHTepamy». JlaHHas (QYHKIMS 3aKpbiTa 110
YMOJTYaHHUIO, OJHAKO HEKOTOPhIC TIOJb30BATCId AaKTUBHPYIOT €€ IS
y100CTBa UCIOJIb30BaHUsI B paboTe uin yueoe;

4. He wucnonp3yét nyonuunasii WI-FI mns mepenaum  IudHBIX
JTAHHBIX, HAIIPUMEP, JJIA BBIXOJA B COIMAJIbHBIE CETH WM B DJIEKTPOHHYIO
MOuTY;

5. Hcnonb3yii Tonbko 3amuiieHHoe coenunenue yepes HTTPS, a
He HTTP, 1.e. npu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone oTkiaroun GpyHkiuo «IlogkmodyeHue K
Wi-Fi aBromarmyecku». He momyckaii aBTOMAaTHYECKOI'O ITOAKIIOYCHHUS

ycTpoiicTBa k cetsiMm Wi-Fi 6e3 TBoero cornacusi.

ConmajJbHbIe CeTH

ConmanbHas CETh - ATO CAlT, KOTOPHIN MPETOCTABIISIET BO3MOXKHOCTD JIFOJISIM
OCYIIECTBIIATh OOIICHUE MEXIy co0oii B mHTepHeTe. Yamie Bcero B HHUX IS
KaKJIOTO YEJIOBEKa BBIJCISACTCS CBOS JIMYHAs CTpaHWYKa, HAa KOTOPOH OH
yKa3bIBaeT O ceOc pa3IndyHyr WHGOpMaIWio, HauyWHAs OT UMCHH, (paMuUIuud U
3aKaH4YMBas JIMYHBIMH (poTorpadusmu. MHOTHE TTONIB30BATEIIN HE TTOHUMAFOT, YTO
nHpopManus, pa3MeIIeHHas UMH B COITMAIBHBIX CETSAX, MOXET OBITh HaWJICHA W
WCIIOb30BaHA KEM YyroJHO, B TOM 4YHCIIE HE o00s3aTelbHO C OJarumu

HaMCPCHUAMU.



OcHoOBHBIE COBETHI 10 0€30IIACHOCTH B COLMAJIBbHBIX CETHAX!

1. OrpaHuyb COUCOK Apy3ei. ¥ TeOs B Apy3bsAX HE JOHKHO OBITh
CIIlyYalHBIX U HE3HAKOMBIX JIFOJEH;

2. JamMinai CBOK YACTHYK JKHM3Hb. He ykaspBali maponw,
TeneQoHbl, aapeca, Jary TBOErO POXICHUS U JIPYryl0 JUYHYIO
uH(popMaIHio. 3I0yMBIILIIIEHHUKA MOTYT HUCIIOJIb30BaTh J1a)ke HHPOPMALIUIO
O TOM, KaK Thl ¥ TBOM POJUTEIH INIAHUPYETE MTPOBECTU KAHUKYJIBI;

3. 3amumInai CBOK penyTauuio - AEpKH €€ B YHCTOTE W 3aJaBai
cebe Bompoc: XOoTen Obl Thl, YTOOBI JPYTHe IMOJIb30BATENU BUIEIH, YTO ThI
3arpykaems? Tlogymail, mpexjae yeM 4To-To OmyOJMKOBaTh, HAMKMCATh U
3arpy3uTh;

4, Ecnu Tel roBOpuIlb C JIOABMH, KOTOPBIX HE 3HACILIb, HE
HCIIONB3YH CBOE pEallbHOE MMA M JPYTyl JHYHYI0 HH(QOpMalMH: KM,
MECTO JKUTEIBCTBA, MECTO Yy4eObl U MpoYee;

S. N3berait pasmemenus ¢otorpaduit B MHTepHere, rae Tl
U300pakeH Ha MECTHOCTH, 10 KOTOPOH MOXHO ONpPENETUTh TBOE
MECTOIIOJIOKEHHUE;

6. IIpu peructpauuu B  COLUMANBHONM CETHM  HEOOXOIHMMO
UCIOJIb30BaTh CJOXHBIE NapoJIM, cocTosimue U3 OykB U mudp U C
KOJIMYECTBOM 3HAKOB HE MeHee §;

7. JUig couManbHON CETH, MOYTHl U JAPYTUX CAaWTOB HEOOXOIUMO
UCMOJb30BaTh pa3Hble Mapoiau. Torga ecau TeOs  B3JIOMAIOT, TO

3JIOYMBIIIVICHHUKHW I10JIYyYaT JOCTYII TOJIBKO K OJHOMY MCCTY, @ HC BO BCC

cpasy.

DJIEKTPOHHBIC TeHbI'!

DNEKTPOHHBIE JIEHBIM — 3TO OYEHb yJOOHBIA CHOCOO IJIaTEeXEeH, OJIHAKO
CYIIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOTYYUTh ITH JACHBIH.

DNEKTPOHHBIE JIEHBI'M TIOSIBUJIMCH COBCEM HEJABHO M UMEHHO M3-32 3TOTO BO
MHOTHX TOCYAapCTBAax J0 CUX TMOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccum sxe oHM QYHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, T/e
WX pa3lesioT Ha HECKOJBKO BUJOB - aHOHUMHBIC W HE aHOHWMHBIE. Pa3Huiia B
TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3perniaeTcs MPOBOIUTH Orepanuu 0e3
UACHTU(UKAIMN  TOJIB30BaTENs, a B HE AaHOHUMHBIX HJIACHTHU(DUKAIAN

MIOJIL30BATEIIS ABJISICTCS 00s13aTEIHLHOM.



Taxxe crnenyer pasnuyaTb DdJIEKTPOHHbIE (DHUATHBIE JE€HBIUM (paBHbI
rOCyJapCTBEHHBIM BaJIIOTAM) M 3JIEKTPOHHBIE HE(pUATHBIE [I€HbIM (HE DPaBHBI
roCyJapCTBEHHBIM BaJlOTaM).

OcHoBHBIE COBETHI 10 0e301ACHOI padoTe C 3JIEKTPOHHBIMH ICHbIAMH:

1.  TlpuBsku K cuery MOOWIBHBIN TenedoH. DTo caMmblil y1OOHBIM
U OBICTPBIN crTOCOO BOCCTAHOBUTH JOCTYI K cuery. [IpuBs3anHbiii TenedoH
IOMOYET, €CJIM 3a0yAellb CBOM IUIATEKHBIN Naposib WM 3aiJIelIb Ha CalT C
HE3HAKOMOTO YCTPOMCTBA,

2.  Hcnonws3y#t opHopazoBble maponu. Ilocnme mnepexoma Ha
YCUJICHHYIO aBTOpH3allMio Tebe yxe He OyJleT yrpokaTh ONacHOCTbh KpaxH
WIH TIepexBaTa MIaTeKHOTO NapoJis;

3.  Broibepu cnoxusiii napois. [IpectynHukam OyneTr He MPOCTO
yrajaath CIIOXHBIA Mapoib. HanexHsle mapoim — 3TO Mapoiu, KOTOpPbIE
coJiepKaT HE MEHee 8 3HAKOB M BKJIIOYAIOT B C€0sl CTPOYHbBIC U MPOMUCHBIE
OyKkBBI, IU(PBI U HECKOJIBKO CHMBOJIOB, TaKME Kak 3HaK joJuiapa, (yHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE Ha CalTax, KOTOPBIM HeE

AOBCPACIIDb.

DJICKTPOHHAS NMOYTA

DNEKTPOHHAS MM0YTa — 3TO TEXHOJIOTUS U MPEIOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOITYUYEHUIO DJIEKTPOHHBIX COOOIICHHM, KOTOPhIE paCIpeIesaioTCs B
KOMITbIOTepHOH ceTH. OOBIYHO DICKTPOHHBIM IMOYTOBBIM SIIUK  BBITJISIUT
cienyonmM o0pa3oM: UM _TOJIb30BaTesI(@uUMsL_ToMeHa. Takxe KpoMme nepeaadn
IIPOCTOTO TEKCTa, UMEETCSI BOBMOXXHOCThH Mepe1aBaTh (pailiibl.

OcHoBHbBIE COBETHI 10 0e30MACHOI padoTe C 3JIeKTPOHHOM MOYTOM:

1. Hano BwiOpaTh mpaBmibHBIA TOUTOBBIN cepuc. B MuTepreTe
€CTh OIPOMHBIM BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIle
JNOBEPATH TEM, KOTO 3HACIIb U KTO MEPBBIA B PEUTUHIE;

2. He yka3piBaii B JWYHOW TOYTE JIMYHYIO HWHGPOPMAIHIO.
Hampumep, mydmie BeIOpaTh «My3bIKambHBIN (paHaT@» Wil «pok2013»
BMeECTO «TemMal3»;

3. Hcnonp3yih IBYXATalHyl0 aBTOPHU3aALMIO. DTO KOrAa MOMHUMO

MapoJsl HYy’)KHO BBOOUTH KOJ, TPUCHIIaeMblii 0 SMS;



4, BriOepu cioxublii maposib. J[Jis Ka)XI0ro MOYTOBOTO SIIHUKA
JOJIKEH OBITh CBOM HA/I€KHBIM, YCTOMYMBBIN K B3JIOMY M1apOJib;

5. Ecnu ectp BO3MOXXHOCTH HAmucaTb CamMOMYy CBOM JIMYHBIN
BOIIPOC, UCIOJIb3YH 3Ty BO3MOYKHOCTB;

6. Hcnonb3yi HECKOJIBKO TMIOYTOBBIX SIIMKOB. llepBeit  mns
YaCTHOM IIEPENUCKM C ajapecaTaMd, KOTOPBIM Tbhl JOBEpSEUIb. ITO
AJIEKTPOHHBIN aipec He HaJ0 MCIOJIb30BaTh MPU PErucTpanuu Ha Gpopymax
1 caulTax;

7. He otkpsiBail Qainbl U Apyrve BIOXKEHHS B MUChbMax Jake
€CJIM OHY IPUIUIM OT TBOUX Apy3eH. Jlydie yrouHu y HUX, OTIPAaBIISUIN JIU
OHM TeOe ITH (ailibl;

8. [locne okoHuaHusi pabOTHl Ha TMOYTOBOM CEpBHCE TNEpen

3daKPbITUCM BKJIAJIKH C CaliTOM HeE 3a6y)15 HaXKaTh Ha «BBIMTHY.

KuoepOvJJMHT WJIH BUPTVAJIBHOE W31eBATEJILCTBO

KubepOymummHar —  mpeciiejoBaHue  COOOILICHUSIMH,  COJEpKaIIUMU
oCcKOpOJIeHuUs, arpeccuto, 3aIyTruBaHUE; XYJUTAHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHHUE C TTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 10 00pb0e ¢ KNOEePOYIJINHIOM:

1.  He 6pocaiics B 60#. JIyummmii cioco0: MOCOBETOBATHCS Kak ceOst

BECTH M, €CIU HET TOro, K KOMY MOXHO OOpaTuTbCi, TO BHayaie

ycnokoutbes. Ecnu  ThI  HayHemb  OTBEYAaTh OCKOPOJEHUSMH  Ha

OCKOPOJICHHSI, TO TOJIBKO eIlle OO0JIbIIIE Pa30KIKEITh KOH(PIHUKT;

2.  Yupapnsi cBoed kuOeppemyTaiuei;
3. AnonuMmHOCTH B ceTd MHHUMas. CylIecTBYIOT CIOCOOBI

BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectu Xynuranckuii 00pa3 BUPTYalbHON IKU3HH.

WNuTtepHer ¢uxcupyer Bce TBOM JCHCTBUS W COXpAaHSICT HUX. YATUTh UX

OyneT KpaitHe 3aTpyIHUTEIHHO;

d. Benu ce6s BexIuBO;
6. Urnopupyi €AVMHUYHBIN HETaTUB. OnHopa3zoBbie

OCKOpOUTENbHBIC COOOIICHHs ydille HUrHOpUpoBaTh. OOBIYHO arpeccus

MPEKpaIIACTCs Ha HAYaJbHOM CTa/INY;



7. bam arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU
COOOIIEHUSIMU, B COIHMANBHBIX CETAX €CTh BO3MOXHOCTh OJIOKHPOBKH
OTIIPAaBKHU COOOILEHU C ONPEIETICHHBIX aAPECOB;

8. Ecmm T1Bl cBugerenp kuOepOyminHra. TBou jaecTBHS:
BBICTYIUTh TPOTHUB TpECIeNOBaTeNs, MOKa3aTh €My, YTO €ro JACHCTBUSA
OLICHWBAIOTCA  HETaTWBHO, TOJJAEpPXKaTh JKEPTBY, KOTOpPOH HYKHA
MICUXOJIOTMYECKash MOMOIIb, COOOIIUTH B3POCIBIM O (PaKT€ arpecCUBHOTO

IMOBCACHU B CCTH.

MoouabHbIN TeJIe(hoH

CoBpemeHnHbIe cMapT(OHBI U TUIAHIIETHI COJIEPIKAT B ce0e BITOITHE B3POCIIBIT
(GYHKIIMOHAJI, W TelNeph OHW MOTYT KOHKYPHUPOBAaTh CO CTAaIllMOHAPHBIMH
KommbroTepaMu. OTHAKO, CPEJICTB 3aIIUTHI JIJIS MOJOOHBIX YCTPOMCTB IMOKA OYCHb
Mano. TecTupoBaHME U TIOMCK YSI3BHUMOCTCH B HHX IPOHUCXOJHWT HE Tak
MHTCHCUBHO, Kak Ji1s T1K, To jke caMoe KacaeTcss 1 MOOHMIIbHBIX MPUIIOKCHUH.

CoBpeMeHHBIC MOOWJIbHBIC  Opay3epbl yXKe MPaKTUYCCKH  JTOTHAIN
HACTOJIbHBIC aHAJIOTHM, OJHAKO paclupeHue (YHKIHMOHAIa BJICYET 3a COOOM
OOJIBIIYIO CIIO)KHOCTD M MEHBIITYIO 3alUIIICHHOCTD.

Jlaieko HE BCe TMPOM3BOJMTEIN BBINMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE
KPUTHYECCKUE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI J1JI51 0€30MACHOCTH MOOMJIBHOTO TesiedoHa:

1. byns octopokeH, Beap Korjaa Tebe mpemiararoT OecIiIaTHBIN

KOHTCHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIC YCIIYTH,

2.  Jymaii, npexzae yem otnpaButh SMS, ¢oto mnm Bumeo. Tor

TOYHO 3HAEIIb, IJIe OHU OYyT B KOHEYHOM HUTOTE?

3. Heob6xomumMo OOHOBIATH ONEPAIMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4.  Hcnonb3yili aHTUBHUPYCHBICE TPOTPAaMMBbI JJIT MOOMIBHBIX
Tene(OHOB;

d. He 3arpyxail npwioxeHuss OT HEU3BECTHOIO MCTOYHHUKA, BEAb

OHH MOTYT COJIEpXaTh BPEJIOHOCHOE MPOTPaMMHOE 00eCIICUeHUE;

6. Ilociie TOro kKak Thl BBIMJEIIL C CalTa, TJA€ BBOJWI JIMYHYIO
nH(pOpMAIIHIO, 3aliI1 B HACTPOUKH Opay3epa u yaanu cookies;

7. [Tepuonnuecku MpOBEpA Kakue IJIATHBIE yCIIyT!

AKTHBHUPOBAHbI HAa TBOCM HOMCPC,



8. JlaBail cBOil HOMEp MOOWIBHOTO Tejae(OHAa TOJBKO JIIOMISIM,
KOTOPBIX THI 3HACIITH U KOMY JIOBEPSICIIIh;
9. Bluetooth pomkeH OBITHP BBIKIIOYEH, KOTAa THI UM HE

nosib3yeibesd. He 3a0bIBail HHOT1a IPOBEPATH 3TO.

OUUINHI WIH KPaKa JHYHbIX JJAHHBIX

I'maBHass uenp QumuHr - BuAa WHTEpHET-MOLIEHHUYECTBA, COCTOUT B
MOJIYYeHUH KOH(PUACHIIMAIBHBIX JAaHHBIX MOJIb30BaTENe — JIOTMHOB U MApOJIEH.
Ha anrnmiickom si3bike phishing uuraetcss kak uummsr (ot fishing — psiOHas
JIOBJIs, password — maposn).

OcHoBHBIE cOBETHI 10 00pb0e ¢ GUIIMHIOM

1.  Cnenu 3a cBouM akkayHToM. Eciiu Thl mogo3peBaelib, 4To TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHpPOBAaTH €€ U COOOIIUTH
aMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2.  Hcnonw3yit Oe3ornacHble BeO-CaiiThl, B TOM 4YHCJIe, UHTEPHET-

Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Hcnonb3yi#i ciioxHbIE M pa3Hble Mapoiu. TakuM oOpa3om, eciu

TeOsI B3JIOMAIOT, TO 3JOYMBILUIEHHUKH IOJIy4aT JOCTYI TOJBKO K OJIHOMY

TBOEMY IPOQUIIIO B CETH, @ HE KO BCEM;

4.  Ecau T1ebs B3nOMalid, TO HEOOXOAMMO MpPEIyNpeiauTh BCEX

CBOMX 3HAaKOMBIX, KOTOpbIE JOOABJIEHBI y TeOsI B APY3bsIX, O TOM, 4TO TeOs

B3JIOMAJIM M, BO3MOXXHO, OT TBOEr0 HMMEHHM OyJIeT pacchbulaThCs CllaM U

CCBUIKH Ha (DUIIIMHTOBBIC CAWTHI,

5. YcranoBu HanexHbIi mapons (PIN) Ha MoOunbHbIM Tenedon;
6. OTkIIFOYM cOXpaHEHHE mapoJs B Opaysepe;
1. He otkpspiBaii Qaitnbel U Apyrue BIOXKEHHS B MUChMax Jake

€CJIM OHU NPULUIM OT TBOUX Apy3eu. Jlydlle yTouyHHu y HUX, OTIIPABIISIIMN JIA

oHHM TeOe ITH (ailibl.



